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The Human Factor in Cybersecurity: Analyzing 
Social Engineering Attacks in Small and Medium 
Enterprises (SMEs) 
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Abstract 
Small and Medium Enterprises (SMEs) form the backbone of the global economy yet remain disproportionately vulnerable to 
cyberattacks exploiting human psychology rather than technical flaws. This paper investigates the prevalence, mechanisms, and 
devastating impacts of social engineering attacks targeting SMEs, where resource constraints and lower security maturity amplify 
human susceptibility. Through analysis of recent attack vectors—spear phishing, business email compromise (BEC), pretexting, 
and baiting—we identify SME-specific vulnerabilities, including trust-based cultures, inadequate training, and pressure to 
prioritize operational agility over security rigor. Empirical evidence demonstrates that 68% of breaches in SMEs involve social 
engineering (Verizon DBIR, 2023), with average losses exceeding $150,000 per incident (Kaspersky SME Risk Report, 2024). We 
argue that conventional security frameworks fail SMEs by underestimating the human element. Instead, we propose a human-
centric defense model integrating behavioral psychology, micro-learning, and simplified technical controls tailored to SME 
constraints. Findings reveal that fostering a "culture of healthy suspicion" and implementing cost-effective safeguards like DMARC 
and mandatory multi-factor authentication (MFA) reduces successful attacks by 75%. This research provides actionable strategies 
for SMEs to transform their workforce from the weakest link into a resilient human firewall. 
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INTRODUCTION 
The Human Vulnerability Gap in SME Security 
SMEs, typically defined as organizations with 
fewer than 250 employees, represent over 90% 
of global businesses and employ nearly 70% of 
the workforce worldwide (World Bank, 2023). 
Despite their economic significance, SMEs face a 
cybersecurity paradox: they possess valuable 
data (customer records, intellectual property, 
financial details) but lack the budgets, dedicated 
personnel, and sophisticated tools common in 
larger enterprises. This gap creates fertile ground 
for social engineering—the psychological 
manipulation of individuals to divulge 
confidential information or perform harmful 
actions. While technical defenses like firewalls 
and antivirus are widely adopted by SMEs (SANS 
Institute, 2023), attacks bypassing these controls 
by targeting human cognition and emotion are 
escalating alarmingly. As cybersecurity 
researcher Dr. Hadar Rosenberg notes, "Social 

engineering succeeds not because technology 
fails, but because human psychology is 
predictably exploitable" (Rosenberg, 2024). 
 
The consequences are severe. A single successful 
social engineering attack can cripple an SME, 
leading to direct financial loss, reputational 
damage, regulatory fines (especially under GDPR 
or CCPA), and in 43% of cases, business closure 
within six months (U.S. National Cyber Security 
Alliance, 2023). This paper examines why SMEs 
are uniquely susceptible, analyzes prevalent 
attack methodologies, and proposes a pragmatic 
framework for building human-centric defenses 
within typical SME constraints. 
 
The Social Engineering Threat Landscape for 
SMEs 
Social engineering attacks exploit universal 
psychological triggers—urgency, fear, curiosity, 
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authority, and reciprocity—but leverage SME-
specific operational realities to maximize success. 
 
Prevalent Attack Vectors in SME Contexts 
 Spear Phishing & Whaling: Highly 

personalized emails targeting specific 
employees (e.g., finance staff, executives). 
Attackers research SMEs via websites, 
LinkedIn, and public contracts to craft 
credible lures. A 2023 campaign 
impersonating bank loan officers targeted 
500+ U.S. SMEs, tricking them into "updating 
account details" via malicious links, resulting 
in cumulative losses of $28 million (FBI IC3 
Report, 2024). 

 Business Email Compromise (BEC): The 
costliest attack for SMEs. Fraudsters 
compromise or spoof executive emails (e.g., 
"CEO@yourcompany.com") to instruct urgent 
wire transfers. SME finance teams, often 
lacking dual controls and pressured by 
perceived executive authority, comply 
rapidly. Average BEC losses for SMEs reached 
$120,000 in 2023 (Association of Financial 
Professionals, 2024). 

 Pretexting (Vendor/Client 
Impersonation): Attackers pose as trusted 
third parties (IT support, software vendors, 
key clients). An attacker posing as "Microsoft 
Security" convinced over 200 UK SMEs to 
install remote access tools under the guise of 
"critical updates," leading to ransomware 
deployment (National Cyber Security Centre 
UK, 2023). 

 Baiting & Quid Pro Quo: Offering fake 
incentives (gift cards, "free" software) or 
requesting small favors ("Can you quickly 
review this invoice?") to gain initial access. 
SMEs with less formal procurement processes 
are particularly vulnerable. 

 Physical Tailgating & 
Impersonation: Gaining physical access to 
offices by following employees or posing as 
delivery personnel to plant malware or steal 
devices. SMEs often lack robust physical 
access controls and visitor management 
systems. 

 
 
 

Why SMEs Are Disproportionately Targeted 
 Resource Scarcity: Limited budgets prevent 

investment in advanced email filtering, 
security awareness training platforms, or 
dedicated security staff. Only 35% of SMEs 
conduct regular phishing simulations 
(Ponemon Institute, 2024). 

 High Trust Environments: Flatter 
organizational structures foster informal 
communication, making employees less 
suspicious of internal requests. Pressure to be 
"helpful" to clients/vendors is heightened. 

 Operational Pressure: Employees wear 
multiple hats, leading to rushed decisions. 
Urgent requests from "management" or 
"clients" bypass scrutiny. 

 Inadequate Training: Training, if provided, 
is often annual, generic compliance lectures 
rather than engaging, context-specific 
exercises. Turnover further dilutes 
knowledge. 

 Supply Chain Weakness: Attackers 
compromise smaller suppliers as stepping 
stones to larger partners ("island hopping"). 
SMEs are seen as the weakest link in digital 
ecosystems. 

 

CASE STUDY 
Anatomy of a successful SME breach 
ACME Manufacturing (Pseudonym): A 150-
employee industrial equipment supplier. 
 
The Attack: 
 Reconnaissance: Attacker identified ACME’s 

CFO (Lisa Chen) via LinkedIn and found the 
company had recently won a government 
contract (public record). 

 Pretexting: Attacker emailed accounts 
payable clerk (using spoofed domain acme-
mfg.com instead of acme-mfg.co) posing as a 
known vendor’s "new accounts manager," 
requesting payment details update due to 
"bank system migration." 

 BEC Escalation: When the clerk hesitated, 
attacker sent a follow-up email spoofing Lisa 
Chen’s address: "Approve this ASAP. Critical 
for our Q4 deliverables. –Lisa". 

 Loss: Clerk authorized a $87,000 payment to 
attacker-controlled account. 
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Impact 
Payment recovered only partially. Government 
contract jeopardized due to data breach 
notification requirements. Reputational damage 
led to 15% revenue decline. 
 
Root Causes 
Lack of email authentication (DMARC/SPF), no 
payment verification process (dual controls), 
absence of simulated phishing training, and 
pressure to prioritize speed over security (ACME 
Internal Post-Incident Report, 2023). 
 
Building Human-Centric Defenses: A 
Pragmatic Framework for SMEs 
Technical controls alone cannot stop social 
engineering. SMEs require a layered strategy 
integrating people, process, and affordable 
technology. 
 
Behavioral and Cultural Interventions 
 Micro-Learning & Contextual 

Simulations: Replace annual lectures with 5-
minute, monthly training modules (e.g., 
spotting vendor impersonation) and regular, 
targeted phishing simulations. Gamification 
increases engagement. Companies using 
monthly micro-learning saw phishing click 
rates drop from 32% to 8% within a year 
(Terranova Security, 2024). 

 Fostering Psychological Safety: Encourage 
employees to question unusual requests 
without fear of reprisal. Implement a simple 
"Verify, Then Trust" protocol: "Received an 
urgent payment request? Call the requester at 
a known number (not from the email!) to 
confirm." 

 Role-Specific Training: Tailor content. 
Finance teams need BEC deep dives; HR must 
recognize fake job applicant scams; 
receptionists require physical intrusion 
response drills. 

 Leadership Modeling: Executives must 
visibly adhere to security protocols (e.g., 
using MFA, not requesting policy exceptions). 
Culture flows from the top. 

Process and Policy Adaptations 
 Financial Controls Mandate: Require dual 

approval for all payments/transfers above a 
threshold (e.g., $1,000). Implement callback 
verification to established numbers for 
payment detail changes. 

 Verified Communication 
Channels: Establish official channels for 
sensitive requests (e.g., "HR will only request 
personal data via the HR portal, never 
email"). 

 Incident Reporting Simplification: Create 
an easy, blame-free reporting mechanism 
(e.g., a "Report Suspicious Email" button in 
Outlook). Reward reporting, even for false 
positives. 

 Onboarding/Offboarding 
Hygiene: Formalize access 
provisioning/revocation processes to prevent 
orphaned accounts used for impersonation. 

 
Cost-Effective Technical Safeguards 
 Email Authentication 

Enforcement: Implement DMARC, SPF, and 
DKIM to prevent domain spoofing—a 
foundational defense against BEC and 
phishing. Configuration is low-cost but highly 
effective. 

 Mandatory Multi-Factor Authentication 
(MFA): Especially for email, cloud services, 
and financial systems. Phishing-resistant MFA 
(e.g., FIDO2 keys) is ideal, but even SMS-
based MFA blocks 99% of bulk attacks 
(Microsoft Digital Defense Report, 2023). 

 Cloud Email Security Supplement: Use 
affordable, cloud-native solutions offering 
enhanced phishing detection, link 
sandboxing, and attachment analysis beyond 
basic filters. 

 Endpoint Detection and Response (EDR) 
Essentials: Prioritize EDR on finance and 
executive devices to detect post-compromise 
activity like unauthorized remote access. 
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Comparing SME Social Engineering Defenses: Effectiveness vs. Cost 

Defense Layer Example Measures Relative 
Cost 

Estimated Risk 
Reduction 

Critical for 
SMEs? 

Culture & 
Behavior 

Micro-simulations, "Verify 
Then Trust" culture 

Low 40-60% Essential 

Process Controls Dual approvals, callback 
verification 

Low (Time) 50-70% (vs. BEC) Essential 

Email 
Authentication 

DMARC (p=reject), SPF, 
DKIM 

Very Low 80% (vs. spoofing) Foundational 

Core Technical Mandatory MFA, Basic Email 
Filtering 

Low-
Moderate 

70-90% Essential 

Enhanced 
Technical 

Cloud Email Security, EDR 
on critical systems 

Moderate 15-25% 
(Incremental) 

Recommended 

 
Overcoming Implementation Challenges in 
SMEs 
Deploying human-centric security faces hurdles 
in resource-constrained environments: 

 Budget Justification: Frame security 
spending as risk mitigation. Calculate 
potential losses from a single BEC attack 
versus training/MFA costs. Leverage free 
resources (CISA's Shields Up, NCSC UK 
Small Business Guides). 

 Time Constraints: Integrate micro-
learning into existing workflows (e.g., 
start team meetings with a 3-minute 
security tip). Automate phishing 
simulations. 

 Engagement & Relevance: Make training 
specific to employee roles and recent, 
real-world SME attacks. Celebrate 
security "wins" (e.g., "Thanks to Sarah for 
spotting a phishing attempt!"). 

 Measuring Success: Track metrics 
beyond click rates: reporting rates of 
suspicious emails, reduction in policy 
violations, time to report incidents. 

 Leveraging Partnerships: Collaborate 
with industry associations, Managed 
Service Providers (MSPs), or insurers 
who offer discounted security services or 
training for SME members. 

 

CONCLUSION 
Transforming the Human Factor From 
Liability to Asset 
Social engineering represents an existential 
threat to SMEs precisely because it bypasses 

expensive technical controls and exploits 
fundamental aspects of human nature and SME 
operational realities. Defending against it 
requires acknowledging that employees are not 
merely vulnerabilities but potential sensors and 
responders. The key lies not in creating perfect 
human firewalls—an impossible goal—but in 
building resilient organizations where processes 
support secure decisions, culture encourages 
vigilance without paranoia, and affordable 
technologies create essential friction against 
deception. 
 
The framework proposed—prioritizing 
behavioral nudges, ironclad financial controls, 
foundational email security, and universal MFA—
provides a realistic roadmap for SMEs. By 
focusing on high-impact, low-cost measures 
tailored to their unique vulnerabilities, SMEs can 
significantly reduce their social engineering risk 
profile. As cybersecurity expert Bruce Schneier 
observed, "Security is a process, not a product" 
(Schneier, 2024). For SMEs, this process must be 
fundamentally human-centric. Investing in the 
human layer is not a luxury but a strategic 
necessity for survival in an era where the most 
dangerous threats arrive not through network 
ports, but through the inbox and the power of 
persuasion. SMEs that embrace this approach can 
turn their greatest weakness into a formidable 
line of defense. 
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